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Digital Citizenship
Facts & Stats - EYFS

* More and more pre-schoolers
are getting their own tablets
or borrowing their parents’
devices to play games, use
apps, and watch their
favourite TV show.

e But it’s not without risks for
young children, who may
come across inappropriate
content or begin to copy
what older children do
online.

Internet Matters - Pre-school (0-5) online safety advice | Internet Matters

internet .
matters.org =11 ]

Screen time

On average 3 to 4-year-olds spend over 6 hours online a week [

Device use

of 3-4-year-old have their own device [

Rise in concern

Fewer parents of 3 to 4 year-olds agree that ‘the benefits of the internet

outweigh the risks’ [
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https://www.internetmatters.org/advice/0-5/
https://www.internetmatters.org/advice/0-5/#facts

Digital Citizenship
Facts & Stats — KS1 & KS2

internet -
matters.org =11 )

* Early use of digital Talking digital
tEChnOIOgy has been Shown 45 of parents have spoken to their child regarding online safety in the last
to improve language skills month

and promote children’s social
development and creativity.

Tablet ownership on the rise

e Again, it’s not without risks
for young children, who may
come across inappropriate
content or begin to copy
what older children do
online.

of this age group now have cne of their own [, up from 35% the

previous year (2017)

YouTube viewing platform of choice

of children in this age group say they prefer to watch YouTube content

~' rather than TV programmes on a TV set

Internet Matters - Online safety advice for 6-10 year olds | Internet Matters Boltorn ;
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https://www.internetmatters.org/advice/0-5/
https://www.internetmatters.org/advice/6-10/#facts

Esafety tips for Parents

Check if it’s suitable

internet
matters.org

The age ratings that come with games, apps, films and social networks are a good guide to whether they’re suitable for
your child. For example, the minimum age limit is 13 for several social networking sites, including Tik Tok, Roblox and
Instagram.

Agree boundaries

Be clear what your child can and can’t do online — where they can
use the internet, how much time they can spend online, the sites
they can visit and the type of information they can share. Agree
with your child when they can have a mobile phone or tablet

Put yourself in control

Install parental controls on your home broadband and any
internet-enabled devices. Set up a user account for your child on
the main device they use and make sure other accounts in the
household are password-protected so that younger children can’t
access them by accident.

Explore together

The best way to find out what your child is doing online is to ask
them to tell you about what they do and what sites they like to
visit. If they’re happy to, ask them to show you. Talk to them about
being a good friend online.

Internet Matters - Online safety advice for 6-10 year olds | Internet Matters

Stay involved

Encourage them to use their tech devices in a communal area like
the lounge or kitchen so you can keep an eye on how they’re using
the internet and also share in their enjoyment.

Search safely

Use safe search engines such as Swiggle or Kids-search. You can
save time by adding these to your ‘Favourites’. Safe search settings
can also be activated on Google and other search engines, as well
as YouTube.

Talk to siblings

It's also a good idea to talk to any older children about what
they’re doing online and what they show to younger children.
Encourage them to be responsible and help keep their
younger siblings safe.
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https://www.internetmatters.org/advice/0-5/
https://www.internetmatters.org/advice/6-10/#facts
https://www.internetmatters.org/controls/
http://www.swiggle.org.uk/
http://www.kids-search.com/
https://www.internetmatters.org/parental-controls/entertainment-search-engines/google-safesearch/
https://www.internetmatters.org/parental-controls/entertainment-search-engines/youtube-restricted-mode/
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It is essential that children are safeguarded from potentially harmful and
inappropriate online material. An effective whole school approach to online
safety empowers a school to protect and educate pupils, and staff in their use
of technology and establishes ways to identify, intervene in, and escalate any
concerns where appropriate. The breadth of issues classified within online
safety is considerable, but can be categorised into four areas of risk:

I

= Keeping children
safe in education
2021

Statutory guidance for schools and
colleges

e content: being exposed to illegal, inappropriate or harmful content, for
example: pornography, fake news, racism, misogyny, self-harm, suicide, anti-

Semitism, radicalisation and extremism.

Safeguarding and promoting the
welfare of children is everyone’s
responsibility. Everyone who comes
into contact with children and their
families has a role to play.

Governing bodies should ensure that all
staff undergo safeguarding and child
protection training (including online
safety) at induction. The training should
be regularly updated. Induction and
training should be in line with any
advice from the safeguarding partners

¢ Keeping children safe in education 2021 (publishing.service.gov.uk)

e contact: being subjected to harmful online interaction with other users; for
example: peer to peer pressure, commercial advertising and adults posing as
children or young adults with the intention to groom or exploit them for
sexual, criminal, financial or other purposes’.

e conduct: personal online behaviour that increases the likelihood of, or
causes, harm; for example, making, sending and receiving explicit images (e.g
consensual and non-consensual sharing of nudes and semi-nudes and/or
pornography, sharing other explicit images and online bullying;

e commerce - risks such as online gambling, inappropriate advertising,

phishing and or financial scams. Boltor
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1021914/KCSIE_2021_September_guidance.pdf

Education for a Connected World Framework -
supporting the teaching of Digital Citizenship

* This framework describes the knowledge,
understanding and skills that children and
young people should have the opportunity to
develop at different ages and stages.

* It highlights what a child should know in terms
of current online technology, its influence on
behaviour and development, how to get
support, and what skills they need to be able
to navigate it safely.

e Children and young people’s online activity
and behaviour can be different both within
and across an age range.

* This framework is intended to be used flexibly
in order to support learning that is relevant to
children and young peoples’ online behaviour
and experiences and matched to their
readiness for new learning

Education for a
conneCted world A framework to equip children
- 2020 edIfIOI‘I and young people for digital life
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Self-image and identity

This strand explores the differences
between online and offline identity
beginning with self-awareness,
shaping online identities and media
influence in propagating stereotypes.

It identifies effective routes for reporting
and support and explores the impact
of online technologies on self-image
and behaviour.

Managing online information

This strand explores how online
information is found, viewed and
interpreted. It offers strategies for
effective searching, critical evaluation
of datq, the recognition of risks and
the management of online threats
and challenges. It explores how
online threats can pose risks to our
physical safety as well as online safety.
It also covers learning relevant to
ethical publishing.

Y

Online relationships

This strand explores how technology
shapes communication styles and
identifies strategies for positive
relationships in online communities.
It offers opportunities to discuss
relationships, respecting, giving and
denying consent and behaviours that
may lead to harm and how positive
online interaction can empower and
amplify voice.

@ |
Health, well-being
and lifestyle

This strand explores the impact that
technology has on health, well-being
and lifestyle e.g. mood, sleep, body
health and relationships. It also includes
understanding negative behaviours
and issues amplified and sustained by
online technologies and the strategies
for dealing with them.

Digital Citizenship lessons - they are

more than not sharing passwords & clicking on pop ups

D Qe

Online reputation

This strand explores the concept of
reputation and how others may use

online information to make judgements.

It offers opportunities to develop
strategies to manage personal digital
content effectively and capitalise on
technology’s capacity to create effective
positive profiles.

(&)
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Privacy and security

This strand explores how personal
online information can be used, stored,
processed and shared. It offers both
behavioural and technical strategies to
limit impact on privacy and protect data
and systems against compromise.

This document has been

produced in partnership with:
\: : P ChlldnEt g;)artment
—* International for Education
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Online bullying

This strand explores bullying and

other online aggression and how
technology impacts those issues.

It offers strategies for effective reporting
and intervention and considers how
bullying and other aggressive
behaviour relates to legislation.

©

L

Copyright and ownership

This strand explores the concept of
ownership of online content. It explores
strategies for protecting personal
content and crediting the rights of
others as well as addressing potential
consequences of illegal access,
download and distribution.

THE EDUCATION Education
Scotland

P Foghlam Alba

HES > NSPCC @rarentzone

PSHE

Association

GiSBNI () SWGfL

Education that Clicks

Llywodraeth Cymru
Welsh Government
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Websites that can support Digital Citizenship

These websites have a range of age appropriate resources to support the delivery of your digital citizenship lessons
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Smartie the Pengiun

An online safety story for 3 to 7s

Band Runner

is a fun interactive game that helps 8-10
year olds learn how to stay safe from

risks they might encounter online.

Digiduck Stories

Engaging online safety stories for young

children aged 3 to 7s

RIEA IS HE

&l',@

Play lee Share

is a three-episode animated series and

accompanying resource pack which aims

to help 8-10 year olds learn how to stay

safe online

JESSIE ¢. %G
& FRIENDS

Jessie & Friends

Online safety education for 4 - 7s

Gogle (DSt 2ove 4“
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Be Internet Legends

empowers younger children to use the

web safely and wisely, so they can be

confident explorers of the online world.

CYBER

CyberSprinters:
New resource from National Cyber
Security Centre.

This toolkit of educational resources

has been developed by the NCSC
for practitioners that work with
children aged 7-11. All of the

resources, and the CyberSprinters

game, focus around conveying key

messages to children and will help

them to develop their knowledge,

skills and understanding in crucial

areas:

using and managing passwords
protecting their devices

dealing with suspicious
messages

SPRINTERS £ ?
| . 1 '
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* What do the experts say?

TikTok

TikTok is a social media platform that lets you create, share and discover videos. You can
use music and effects to enhance your videos and you can also browse other people’s

videos and interact with them.

Official age Net Aware age
rating recommendation

Fortnite: Battle Royale

Fortnite is a popular survival action game where up to 100 live players can fight each
other to be the last one standing. The game includes heavy violence but with little blood
or gore. You can talk to other players using public, private and voice chat.

Official age Net Aware age
rating recommendation

WhatsApp

WhatsApp is an instant messaging app which lets you send messages, images and videos
in one-to-one and group chats with your contacts. You can choose to share your live

location for up to eight hours with one contact or a group.

Official age Net Aware age
rating recommendation

Safety features

/

O, ©® NSPCC
Net Aware) ))

Roblox

Roblox is an online game and app where you can create your own games or play games
that other users have made. There's the option to chat to other players, but you can

change this to private or friends only.

Official age Net Aware age
rating recommendation

YouTube

YouTube lets you watch, create and comment on videos. You can create your own
YouTube account, create a music playlist, and even create your own channel, which
means you'll have a public profile. YouTube allows live streaming.

Official age Net Aware age
rating recommendation

Our safety ratings

Overall safety rating: Average

Privacy & location Reporting & blocking Content

{ d b
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Answers...

PEGI- Green, Red
ESRB (USA - Entertainment Software Rating Board) Black

* Even if a game is rated 3 it will always carry a warning regarding online chat - "Online Interactions Not Rated
by the ESRB" - Warns those who intend to play the game online about possible exposure to chat.
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http://www.pegi.info/en/index/
https://www.esrb.org/ratings/ratings_guide.aspx

P E G I (The Pan-European Game Information age rating system) was established in 2003 to help European parents make informed choices

PEGI 3

The content of games given this rating is considered suitable for all age
groups. Some wviolence in a comical context (typically Bugs Bunrmmy or Torm S
Jermry cartcon-—like forms of wviolence) is acceptable. The child should not b2 able
to associate the character on the screen with real life characters, they should
be totally fantasy. The game should mot contain any sounds or picbures that
are likely to scare or frighten yvourng children. No bad language should be

heard.
PESGI T

Ay game that vwould mnormally be rated at 3 but contains some possibly
frightenimng scenes or sounds may be considered suitable in this category.

PEGI 12

Wideogames that show wiolence of a slighthy more graphic nature tovwwards
famntasy character and/or mnon graphic violence towards human-lookimng

characters or recognisable animals, as well as videogames that show nudity of
a slighthy more graphic nature would fall in this age category. Aavny bad
language in this category Mmust be milld and fall short of sesxoual explaetives.

PEGCGI 16

This rating is applied once the depiction of violence (or sexual actwity) reaches
a stage that looks the same as vwould be expected in real life. More extrernme
bad language, the concept of thhe use of tobacoco and drugs and the depiction
of crimimnal activities can be contaent of garmes that are rated 16.

e adult classification is applied when the level of violence reaches a stage
wihere it becomes a depiction of gross wviolence and//or includes elemaents of
specific types of violence. Gross wviolence is the most difficults to define simnce it

can be wvery subjectwe in many cases, but imn general terms it can be classed as)
the depictions of wviolence that vwould make the viewvwer feel a sense of
l revulsior.

010011 ; i
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How much sleep do children need?

Babies 4 to 12 months old
*12 to 16 hours including naps
Toddlers 1 to 2 years old

*11 to 14 hours including naps
Children 3 to 5 years old

*10 to 13 hours including naps
Children 6 to 12 years old
*9to 12 hours

Teenagers 13 to 18 years old
*8 to 10 hours

How much sleep do children need? - NHS (www.nhs.uk)

It can be challenging for parents and carers to know whether

it's even more of a challenge to know whether a child is addicted to

children are spending too much time on their devices. Furthermore, 4

the internet and social media. As technology is becoming more
pervasive, children and young people are experiencing tech - related
dependencies. Do we as parents and carers have the knowledge to
identify and support children and young people who may be

developing an addiction to their devices?

4= What parenfs need fo know about:‘ |

HEALTH &
WELLBEING

Children as young as 13 are attending
‘smartphone rehab’ following growing concerns
over screen time, There are now help centers in
the UK which deal with screen addiction for
children and adults showing the seriousness of
device addiction. The World Health Organisation
(WHO) has officially recognised gaming addiction
as a modern disease. The condition was
confirmed as part of their International
Classification of Diseases (ICD) which serves as an
international standard for diagnosing and
treating health conditions.

LACK OF SLEEP

7 out of 10 children said they had missed out
on sleep because of their online habits and
60% said they had neglected school work as a
result. Itis |:1Jwrtant that children get the
sleep they need in order to focus the next day.

LOSSOF INTEREST
INOTHERTHINGS

Your child may become less interested in
anything that does not include their device. You
may notice that Lour child is missing school time

and generally being less engaged with other
activities in the home. It is important to discuss
this with your child as soon as you notice a
behaviour change.

Fo

CONFIDENCE,
SUPPORT & ADVICE

The Children’s Commissioner report ‘Life in
Likes; explored how children aged 8-11 are
using social media today. It showed that
children are using their devices to speak to
their online friends about their problems and
seek acceptance and support, removing face to
face interactions.

APPS CAN BE
ADDICTIVE

Apps have been designed with ‘psychological
tricks’ to constantly kee? ﬁra bing your
attention. One example of this is on the app
Snapchat, where you can gain ‘streaks’ when
interacting with your friends. If you don’t
respond, you lose the streak. This addictive
nature of aﬂps aims to engage children and
keep them coming back for more.

-
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https://www.nhs.uk/live-well/sleep-and-tiredness/how-much-sleep-do-kids-need/

Health and
well being?

‘Likes’ are a simple way for users to show that they like a post on social media. This could be anything from
photos and videos to status updates and comments. The feature is widely used on several social media
. platforms and is extremely popular on Instagram and Facebook. It is often used by children to measure the
success of their social media post and gauge opinion. However, it can also bring a number of social
pressures, particularly if users start to question their own levels of popularity.

‘i What parents need fo

DAMAGING TO SELF-ESTEEM LIVE

Your child may use likes to measure their
own self-worth, with more likes instilling a
greater level of confidence and acceptance
amongst their friends and peers. However, .
children who only receive a small number
may in turn feel a sense of rejection or
isolation and could potentially suffer from

low self-esteem issues, impacting them in

other aspects of their life such as at school

or in social settings.
UNREAL VIEW OF THE WORLD
Your child may follow celebrities or
other popular individuals on social
media who receive millions of likes.
Not everything on social mediais a
true reflection of the world and your
child may feel pressured into
behaving in a similar way in real life or
posting similar material in order to

feel popular and achieve a similar
level of self-worth.

National

Online

Safety
#WakeUpWednesday

47 Watching

ol

know about,

AN ADDICTIVE FEATURE

Like features encourage children to stay
online for longer. In doing so, your child is
likely to engage with app’s for longer
periods than they otherwise would have
wanted, checking their phone more
frequently, including at night when they
should be asleep. This could contribute
towards screen addiction which can cause
sleep deprivation and consequently a lack of
focus during the next day at school.

Oe

COMPETITIVE CULTURE

Children will often compare the number
of likes they receive for their post
against their friends or followers,
possibly evoking emotions of jealously
or resentment. In a bid to increase their
own status and receive more likes, this
could lead to a competitive culture in
which children try to better one another,
potentially leading to them engaging in
more and more riskier activities.

' )
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Snapchat is a photo- and video-sharing app which also allows users to chat 7 ‘Friends & -
share images and videos with specific friends, or through a ‘story’ (documenti FO"ON ers : ik ox Fratiomns such a3 Tocebosok slow users o modsy
entire friend list. Snapchat usage rose during the pandemic, with many young : : A anar . ".-,';'r,."l":l;l“.”.".'m protie Eloimetion T3
peers. The app continues to develop features to engage an even larger audiengi gy X : 15 e 8 LY ConPacions. AWy cke Ko yo0r CHRdS

platforms such as TikTok and Instagram e tha connections users make with other coUsE O e J=il Sccounts o set 1o private
users on the platicems. Every social

neotworking site handies these connections

ditferently, coliing them ‘connections’,

\ ‘Fiends’ and Tollowers’, amongst othars.
! Having friends ond followers is how we find

o youly

Connecting with Strangers
out what other people say and do. Your

i i . friends and foliowers cre much mose likely to 4 Tak about strangers

Evenif your child only connects on the app with people thy ~

knaw‘lr‘:y'mysml !«eMMmﬂsfMMngm? see your oniine content than those outside of 4 R

Snapchat’s links with apps such as Wink ond Hoop have your network, which is why it's important to ! a Make sure chidren understand that ey shousd
increased this possibility. Accepting a request means that g Dbe mindiud of who you connect with ond whot e c orly conrect with pecple thot they knom or oo
children are then disclosing personal information through B you share. On some platforms, if two b e compiutaly ust. T moux:bc.wmvdcuvnn-
the Story, SnapMap and Spotlight features. This could allow occounts follow each other, this may aliow ‘::-:liq Tem hm::ﬂv —nhlou :;::i"um
strangers to gain their trust for sinister purposes. odditional communication channels such os = onine. Cotiah wil 3tick 1o Wt~ based messoging

0 private messoging. J a1 e only. 10 keep Ui identity stcret.

Inappropriate Content

‘.
Some videos and posts on Snapchat are not suitable for 4 E‘ R‘mﬁ
chlldmn The hashtags used to organise content are - :

ogt - - y
function lets users swipe through snippets i ~ y \ 1 1 Y d 28 Followers . 4
trending articles that often include adult content. There is \ 1 181 * e Children should be rmisdiul that I-'ymug
currently no way to turn off this feature. 9 3 shore Wil probabily exist onfinw forever and that Sy
. : - shouldint shar ary thing that gives 1oo much
indoemation cway. Tvery now ard again, hary shousd
deletle oid cornections that thery ro §
tive with. Ok accounts eon eatly

to Confidence : | potng g

supchassgm.nﬁllcrsumlensesomapopdmmylorummsnhmem sellegm\e Although many are designe
unrealistic body-image expectations and create feelings of inadequacy. Continually comparing themselves unfavourably
confidence or sense of self-worth.

g e i A
2 7/ @a. , Our Expert (g
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The Quick Add feature helps people find each other on the app. This function works based Snapchat has recently anng : ab 3 =

on mastual frlende of whethe! soreone’s nUmber 18 in your chid's contacts list Explain to receive notifications remind o arndine. I3 cruciol thal Ernrra Dovis & a cyber securily expert and
your child that this feature could potentially make their profile visible to strangers. We with people they actually kn [ former ICT teacher. She delivers ayber
recommend that your child turns off Quick Add, which can be done in the settings encourages users to delete ¢ > f 2

(accessad via the cog icon). maintain their online safety T - 7 awareness training o organealions

rutonally and has extensive knowledge
and expenence of raraging how chidren

\)
Talk about Sexting @ (& Keep Profiles P ‘ P atoess services and apps online

it may feel like an awkward conversation (and one thot young people can be reluctant to Profiles are private by defou

have) butitis important to talk openly and non-judgementally about sexting, Discuss the followers. You may wish to ¢ Hy o e Y
legal i jons of sending, i sharr\gel:phcnhmoges as well as the possible viewed by people they know Yo De O
emotional impact. Emphasice that youvch:)d should never feel pressured into sexting ~ and via settings) prevents your ¢

that if they receive unwanted explicit imoges, they should tell a trusted adult straight oway. which visibly displays a used 2 @:

. Be Ready to Block and Report @ Chat about Cont

I a stranger does connect with your child on Snapchat and begins to make them feel Talk to your child about what

uncomfortable through bullying, pressure to send explicit images or by sending explicit jeos, or di e e e e ~sraen 1 [ ;

images to them, your child can select the three dots on that person's profile and choose y 18] to Curriculum Team 2021-22
report or block. There are options to state why they are reporting that user (annoying or ‘Spotlight’ feature has a #challenge ke TikTol's: it it that your SchoolsICT

malicious ges, spam, of masqL g as someone else, for example). child understnnd- the polenhoby harmiul consequences of taking part in these challenges.




Parental Advise

National Online Safety Mobile App

Children are spending more time than ever online. As

adults, we need to do everything we can to keep them -
safe in the digital world. But with new apps, games P T National Online Safety
and it Launches Free Online
platforms emerging every day, how can you stay in the Sy e Eaens
know?

The new National Online Safety mobile application.
Created by experts, developed by us.

' National
@ Online
Safety’

NSPCC NetAware - www.net-aware.org.uk
have developed a guide, primarily aimed at parents

With all online safety knowledge available at your of 8-12 year olds, about the social networks, apps or
fingertips, the NOS app empowers parents and games with an interactive element that children use
teachers to understand and address online most frequently use.

safeguarding risks —any time, anywhere.
The world’s most comprehensive online safety app,
it’s packed with insightful courses, explainer

(&4 common sense media

www.commonsensemedia.org

videos, webinars and guides on topics that will help orovide age ratings and reviews for many apps,
you protect the kids you care about when they’re relying on developmental criteria to determine what
online. p— content is appropriate for which ages.

» GETITON L D
Google Play ¢ App Store BOLtOIL  cyrricutum Team 202122
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http://www.net-aware.org.uk/
http://www.commonsensemedia.org/
https://play.google.com/store/apps/details?id=uk.co.nationaleducationgroup.nos
https://apps.apple.com/gb/app/national-online-safety/id1530342372

