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Digital Citizenship
Facts & Stats - EYFS
• More and more pre-schoolers 

are getting their own tablets 
or borrowing their parents’ 
devices to play games, use 
apps, and watch their 
favourite TV show.

• But it’s not without risks for 
young children, who may 
come across inappropriate 
content or begin to copy 
what older children do 
online.

Internet Matters - Pre-school (0-5) online safety advice | Internet Matters
Curriculum Team 2019-20

https://www.internetmatters.org/advice/0-5/
https://www.internetmatters.org/advice/0-5/#facts


Digital Citizenship
Facts & Stats – KS1 & KS2
• Early use of digital 

technology has been shown 
to improve language skills 
and promote children’s social 
development and creativity.

• Again, it’s not without risks 
for young children, who may 
come across inappropriate 
content or begin to copy 
what older children do 
online.

Internet Matters - Online safety advice for 6-10 year olds | Internet Matters
Curriculum Team 2019-20

https://www.internetmatters.org/advice/0-5/
https://www.internetmatters.org/advice/6-10/#facts
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Esafety tips for Parents

Internet Matters - Online safety advice for 6-10 year olds | Internet Matters

Check if it’s suitable
The age ratings that come with games, apps, films and social networks are a good guide to whether they’re suitable for 
your child. For example, the minimum age limit is 13 for several social networking sites, including Tik Tok, Roblox and 
Instagram.

Agree boundaries
Be clear what your child can and can’t do online – where they can 
use the internet, how much time they can spend online, the sites 
they can visit and the type of information they can share. Agree 
with your child when they can have a mobile phone or tablet

Stay involved
Encourage them to use their tech devices in a communal area like 
the lounge or kitchen so you can keep an eye on how they’re using 
the internet and also share in their enjoyment.

Put yourself in control
Install parental controls on your home broadband and any 
internet-enabled devices. Set up a user account for your child on 
the main device they use and make sure other accounts in the 
household are password-protected so that younger children can’t 
access them by accident.

Search safely
Use safe search engines such as Swiggle or Kids-search. You can 
save time by adding these to your ‘Favourites’. Safe search settings 
can also be activated on Google and other search engines, as well 
as YouTube.

Explore together
The best way to find out what your child is doing online is to ask 
them to tell you about what they do and what sites they like to 
visit. If they’re happy to, ask them to show you. Talk to them about 
being a good friend online.

Talk to siblings

It’s also a good idea to talk to any older children about what 

they’re doing online and what they show to younger children. 

Encourage them to be responsible and help keep their 

younger siblings safe.

https://www.internetmatters.org/advice/0-5/
https://www.internetmatters.org/advice/6-10/#facts
https://www.internetmatters.org/controls/
http://www.swiggle.org.uk/
http://www.kids-search.com/
https://www.internetmatters.org/parental-controls/entertainment-search-engines/google-safesearch/
https://www.internetmatters.org/parental-controls/entertainment-search-engines/youtube-restricted-mode/
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• Keeping children safe in education 2021 (publishing.service.gov.uk) Curriculum Team 2021-22

• Safeguarding and promoting the 
welfare of children is everyone’s 
responsibility. Everyone who comes 
into contact with children and their 
families has a role to play. 

• Governing bodies should ensure that all 
staff undergo safeguarding and child 
protection training (including online 
safety) at induction. The training should 
be regularly updated. Induction and 
training should be in line with any 
advice from the safeguarding partners

It is essential that children are safeguarded from potentially harmful and 
inappropriate online material. An effective whole school approach to online 
safety empowers a school to protect and educate pupils, and staff in their use 
of technology and establishes ways to identify, intervene in, and escalate any 
concerns where appropriate. The breadth of issues classified within online 
safety is considerable, but can be categorised into four areas of risk: 

• content: being exposed to illegal, inappropriate or harmful content, for 

example: pornography, fake news, racism, misogyny, self-harm, suicide, anti-

Semitism, radicalisation and extremism. 

• contact: being subjected to harmful online interaction with other users; for 

example: peer to peer pressure, commercial advertising and adults posing as 

children or young adults with the intention to groom or exploit them for 

sexual, criminal, financial or other purposes’. 

• conduct: personal online behaviour that increases the likelihood of, or 

causes, harm; for example, making, sending and receiving explicit images (e.g

consensual and non-consensual sharing of nudes and semi-nudes and/or 

pornography, sharing other explicit images and online bullying; 

• commerce - risks such as online gambling, inappropriate advertising, 

phishing and or financial scams. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1021914/KCSIE_2021_September_guidance.pdf


Education for a Connected World Framework -
supporting the teaching of Digital Citizenship

Curriculum Team 2021-22

• This framework describes the knowledge, 
understanding and skills that children and 
young people should have the opportunity to 
develop at different ages and stages. 

• It highlights what a child should know in terms 
of current online technology, its influence on 
behaviour and development, how to get 
support, and what skills they need to be able 
to navigate it safely. 

• Children and young people’s online activity 
and behaviour can be different both within 
and across an age range. 

• This framework is intended to be used flexibly 
in order to support learning that is relevant to 
children and young peoples’ online behaviour 
and experiences and matched to their 
readiness for new learning



Digital Citizenship lessons – they are 
more than not sharing passwords & clicking on pop ups
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Websites that can support Digital Citizenship
These websites have a range of age appropriate resources to support the delivery of your digital citizenship lessons



What do the experts say?
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Answers… 
PEGI– Green, Orange, Red
ESRB (USA - Entertainment Software Rating Board) Black 
* Even if a game is rated 3 it will always carry a warning regarding online chat - "Online Interactions Not Rated 
by the ESRB" - Warns those who intend to play the game online about possible exposure to chat.
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http://www.pegi.info/en/index/
https://www.esrb.org/ratings/ratings_guide.aspx


PEGI (The Pan-European Game Information age rating system) was established in 2003 to help European parents make informed choices 
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Babies 4 to 12 months old

•12 to 16 hours including naps

Toddlers 1 to 2 years old

•11 to 14 hours including naps

Children 3 to 5 years old

•10 to 13 hours including naps

Children 6 to 12 years old

•9 to 12 hours

Teenagers 13 to 18 years old

•8 to 10 hours

How much sleep do children need?

How much sleep do children need? - NHS (www.nhs.uk)

https://www.nhs.uk/live-well/sleep-and-tiredness/how-much-sleep-do-kids-need/


Health and 
well being?
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Parental Advise 
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Parental Advise

NSPCC NetAware - www.net-aware.org.uk
have developed a guide, primarily aimed at parents 
of 8-12 year olds, about the social networks, apps or 
games with an interactive element that children use 
most frequently use.

www.commonsensemedia.org
provide age ratings and reviews for many apps, 
relying on developmental criteria to determine what 
content is appropriate for which ages.
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National Online Safety Mobile App
Children are spending more time than ever online. As 
adults, we need to do everything we can to keep them 
safe in the digital world. But with new apps, games 
and
platforms emerging every day, how can you stay in the 
know?
The new National Online Safety mobile application. 
Created by experts, developed by us.
With all online safety knowledge available at your 
fingertips, the NOS app empowers parents and
teachers to understand and address online 
safeguarding risks – any time, anywhere.
The world’s most comprehensive online safety app, 
it’s packed with insightful courses, explainer
videos, webinars and guides on topics that will help 
you protect the kids you care about when they’re 
online.

http://www.net-aware.org.uk/
http://www.commonsensemedia.org/
https://play.google.com/store/apps/details?id=uk.co.nationaleducationgroup.nos
https://apps.apple.com/gb/app/national-online-safety/id1530342372

